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RISK MANAGEMENT: EMERGING LEGAL
ENFORCEMENT IN INDIA

AUTHORED BY - SAUMYA SINHA
Amity Law School, Noida

ABSTRACT

Artificial intelligence (Al) has revolutionized risk management and regulatory compliance
processes around the globe. The advanced technology when embedded within existing
frameworks has bolstered their efficiency and utility, fostering corporate governance in India.
Due to the rise in the degree of compliance intricacies, businesses have engaged Al
technologies to minimise human errors and maximize efficiency and adherence to the law.
Moreover, Al compliance tools are changing corporate governance hallmark processes to
monitor regulatory changes, perform risk analysis, defraud detection, and even data
management. For instance, automated tools enable governance processes such as impact
assessment to become more structured, consistent, and easier to manage than before it used to
be. Although more efficient, Al has its disadvantages too. Reliance on smart technologies poses
ethical dilemmas. Most companies face algorithmic bias which is hard to detect. Moreover,
privacy laws such as the Digital Personal Data Protection Act, of 2023 demand ethics to be
thoroughly evaluated when setting the Al foundation. Other disadvantages include the concern

about accountability if the Al system fails.

This research paper addresses how the gap in Al regulatory tools can halt the progress Al risk
management and compliance tools have stimulated in India while addressing the unique

obstacles amending a country’s regulatory poses.

Considering the world’s best practices and emerging regulations, it outlines the legal
infrastructure necessary for the governance of Al in corporations. This paper further suggests
how to manage Al in the most efficient and responsible way while ensuring protection for

society and providing legal excellence that does not stifle innovation.

Keywords: Al Compliance, Legal Tech, Corporate Law, Risk Management, Indian
Regulations, Al Governance, SEBI, RBI, Data Protection.
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1. Introduction
Today, the process of ensuring regulatory compliance has become rather cumbersome and
drawn out and is even more so for the Indian corporate world. Companies have to comply with
a very wide range of requirements ranging from data protection, corporate governance, and
financial and industry regulations. The introduction of Artificial Intelligence (Al) in
compliance management systems has the potential to change things. Tasks like tracking
compliance and predictive risk analysis can be performed more efficiently, and machines can
take over mundane and exhausting activities. These systems are designed to analyze large-scale
data in real-time which makes them adept at identifying regulatory violations, stopping

fraudulent activities, and predicting compliance failures even before they happen.

The legal and regulatory frameworks governing India are not as progressive as they should be
when it comes to Al. The major problems include assigning accountability for the failures of
an Al to non-biased decision-making algorithms while also protecting privacy and providing

oversight.

This paper is dedicated to Al and its effects in transforming the corporate governance practices
within the Indian setup, touching upon both the new laws and issues which need to be worked
on for the better regulation of Al within corporate compliance. We will look at the activities of
principal regulators like SEBI, RBI, and the Ministry of Corporate Affairs and how their

practices are changing with the onset of Al technologies.

This paper identifies the specially prepared Al governance systems for the European Union the
United States and Singapore, and in the process highlights their weaknesses in the current
legislation. These observations serve as the basis for formulating suggestions for Al-compliant

approaches in India.

2. Al Compliance Tools: Changes to Governance Structure of Corporations
Why Al Should Be Used in Compliance

With the development of the Indian corporate ecosystem, there are an increasing number and
different types of regulations that control financial engagement activities, corporate governance
matters, competitive behaviour, and data privacy that businesses must now comply with. The
enforcement of these complex sector-specific laws coupled with the frequency of legal updates

makes it inevitable for businesses to stay updated, or else they face penalties or litigations. In
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this environment, Al presents a powerful tool for risk mitigation as well as compliance and

enforcement management.

Associate with Al-Powered Regulatory Compliance: Cyber Security - Systems Self-Regulation

Vi.

Vii.

SEBI (Securities and Exchange Board of India): This is the body that controls and
manages the securities markets in India and looks into the compliance of companies’
disclosure, anti-fraud and fair practice codes.

Al applications are a powerful tool in the detection of unusual trades, insider trading,
and market manipulations that might be otherwise invisible. For example, Al
algorithms can study large databases to find irregularities, such as growths in share
prices which indicate Al manipulation.

RBI (Reserve Bank of India): The responsibilities of the RBI encompass the
supervision of other entities such as banks, companies offering insurance, and even
fintech companies. Al applications are vital in verifying adherence to KYC and AML
regulations. Real-time streaming of transaction data enables Al systems to detect
fraudulent activities and alert the user instantly to reduce the chances of money
laundering. For instance, Al can spot activity that is consistent with money laundering
like buying or selling with cross-border shell companies or moving funds in and out of
the country.

Ministry of Corporate Affairs (MCA): The ministry is tasked with making sure there is
compliance with the Companies Act, 2013 about corporate governance law. Al systems
facilitate the follow-up of mandatory disclosures such as annual reports and financial
statements by clients and ensure they are submitted timely and correctly. These systems
can also track non-compliance and send alerts on false or missing information in
corporate filings such as delays in submission and absence of financial statements that
are needed.

Competition Commission of India (CCI): Within the Indian marketplace, the CCI aims
to prohibit competition law violations to promote healthy competition in the economy.
Al algorithms can detect market price collusion by searching the transaction history for
certain patterns. Al can also examine mergers and acquisitions for market opposition
premerger, thus enhancing the CCI assessment of deal bargains that may be detrimental
to consumer welfare.

The DPB: Outlined in 2023, the Digital Personal Data Protection Act (DPDPA), has
very elaborate specifications about the obtaining, processing, and storing of personal
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data. Al systems can facilitate these regulations by detecting sensitive data, tracking its
usage, and ensuring proper compliance procedures are adopted. Al can help detect
breaches, unauthorized use, and general non-compliance, and thus assist organizations

in preventing regulatory fines and protecting privacy.

Key Benefits of Al in Compliance Al regulatory applications provide several advantages

for businesses around the globe, such as:

Vi.

Automation of Legal Audits: Al can screen large volumes of documents, e.g., financial
records, corporate filings, and regulatory submissions, which enhances the efficiency
of the audit process. Automation diminishes human errors which assist businesses in
meeting compliance. For example, Al can run checks on financial statements and look
for unaccounted liabilities and revenue misses, among other things.

Predictive Compliance: Analyzing previously submitted reports data with the help of
machine learning models can expose trends of compliance negligence and help forecast
potential violations.

There is an example where Al systems can flag the filing of a company that has paid
penalties for filing late in an attempt to help the business address issues in an
anticipative manner.

Real-Time Regulatory Updates: With Al, businesses all over the globe will remain
updated regarding the latest legal demands within the global jurisdiction because Al
can track legal databases and offer a round-the-clock notice on subsisting amendments
alongside automating the required modifications. This diminishes the possibility of
falling short of maintaining compliance owing to outdated checklists or other regulatory
changes which were not incorporated effectively.

Fraud Detection and Risk Assessment: Ai has the potential to assess financial activity
and recognize patterns that showcase fraudulent behaviour, for example, unusual
expenditure, many expenses from the same I.P., or irregularities in payment processing
such as alterations which can trigger fraud.

Streamlined Reporting: There is reduced manual effort and time taken to prepare
compliance reports because Al offers customization of the reports to adhere to the
requirements of various regulatory authorities such as the SEBI, RBI, or the MCA.

Case Study: Al-Powered Compliance within the Indian Banking Industry

Because the Indian banking industry is among the most heavily regulated industries in the
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country, compliance with these regulations is a key focus area for many businesses within the
sector.

To avoid penalties, financial institutions are required to abide by the KYC and AML guidelines
set by the RBI. Consequently, banks need to ensure that their systems comply with these

requirements.

About these requirements, Al-powered compliance tools have emerged as key instruments to
facilitate adoption by Indian banks. For example, HSBC and ICICI have implemented Al-based
tools for monitoring the financial transactions of their customers for potential money
laundering activities. These tools utilize machine learning algorithms to monitor and flag
abnormal behaviour in real-time, such as large cash deposits that have not been reported or

abrupt fund transfers between accounts.

According to ICICI Bank, they were able to reduce fraudulent transactions by 30% during the
year 2022, as reported previously in this paper. These improvements enabled the bank to avert

significant losses and improve customer trust in their services.

3. The Legal Challenges of Al in Compliance
Embarking on a new era using Al presents great opportunities for enhancing compliance but
comes with a fair share of legal challenges that need to be considered in ensuring effective Al-

based compliance systems.

The rapid evolution of Al technology far supersedes the current legal systems in place that

regulate its usage. Some of the important issues are under the following subheading.

Regulatory Accountability and Al Liability

With the pervasive use and reliance on Al systems for compliance, the question of
accountability and legal responsibility for the actions becomes very critical. Traditionally,
corporate actions have always been the responsibility of real decision-makers like business
executives, directors, and even compliance officers. But, as Al systems in business processes
take over decision-making, it creates a dilemma in ascribing legal responsibility for the failure
of the systems. For example, if an Al application made an incorrect assessment and categorized
a legitimate business transaction as a fraudulent activity, resulting in undue penalties and

damages, the question of who gets to answer for such a miscalculated error comes to the fore.
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As much as the question is important, as of now, the Companies Act of India, 2013 does not
have a specific set of guidelines and laws that govern the actions or mandate disputes
concerning Al systems. This rule gap needs to be closed to determine whether corporations are
accountable for the damages inflicted by Al systems or whether the creators and sellers of Al
technologies should be held accountable. Furthermore, in the Indian legal structure, there is a
need to address the issue of independence of Al systems and the question of whether
corporations should be allowed to transfer liability to the Al system.

To avoid these dangers, organizations must develop proper standards for tracking Al actions

and maintaining human involvement in decision-making, if there are some.

Bias and Discrimination in Algorithms

Al frameworks learn using past statistics and therefore; they can carry any bias contained
within these statistics. Bias within Al frameworks is a serious issue, particularly in compliance
procedures with high risk at stake. Al tools used in the assessment of credit risks or
underwriting of insurance may, because of such historical data, unintentionally target certain
demographic groups. Likewise, in regulatory frameworks, Al tools may wrongly accuse certain
sectors and regions of non-compliance with regulations based on set algorithms and training

leading to undue punishment or scrutiny.

There are several instances of bias embedded within algorithms. A case in point is the use of
Al in the hiring process. Studies show that Al trained with historical recruitment data can
discriminate against people of a particular gender and race. Concerning regulatory compliance
bias, this may be regarding Anti Money Laundering (AML) systems whereby Al-led systems

could be biased to intricately scrutinize specific ethnic or socio-economic groups.

It is important to prevent the results of biased algorithms by ensuring Al trained within biased

groups is safeguarded and protected.

In addition, Al systems should be audited periodically to identify the various forms of biases
within their business decisions. In the Indian Context, this may mean embedding fairness
principles in the design and implementation of Al-enabled compliance machinery so that these

systems are not only neutral but also operate openly in all business sectors.
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Privacy of personal data and Al system’s accountability with the DPDP ACT, 2023

The Digital Personal Data Protection Act, 2023, henceforth referred to as DPDPA sets out
qualifying standards for the collection, processing, and storage of personal information. These
standards are particularly noteworthy because Al systems require and make use of enormous
amounts of personal data in making decisions. Therefore ensuring compliance with the DPDPA
is of immense concern. Al tools in compliance systems have to be developed in a manner that

IS sensitive to the privacy of personal data.

Fraud detection systems deployed in the banking industry are an example. These systems are
powered by Al and are built for processing sensitive financial data such as account details,
transaction records, and even credit ratings. Likewise, these systems should be built to comply
with DPDPA rules regarding data minimization, purpose limitation as well as obtaining consent
to use the previously listed personal information. Companies also have to make sure that Al
tools do not infringe on the data centre sovereignty principle by leaving India without their

express permission.

At the same time, Al systems that incorporate biometric data such as facial or fingerprints will

also be categorically regulated under DPDPA because of the sensitivity of this information.

To overcome these concerns, business enterprises must use privacy by default and privacy by
design mechanisms. For example, collection of documents to only those that are necessary for
the given transaction, encryption of highly sensitive data, and issuance of privacy notices to
data subjects. With the advances in DPDPA, compliance should also be continuous, meaning

internal reports or audits should be regularly done for the Al tools to ensure they are still legal.

4. Emerging Al Regulations in India: The Way Forward
With developments in Al technologies, there is a need for developing a legal system around
them in India. There are already regulatory moves like NITI Aayog’s National Al Strategy and
the Digital Personal Data Protection Act, but there needs to be more robust regulations that
ensure that the use of Al within compliance is effective, efficient, ethical and transparent. These
include:
I. Al Accountability: Business and Al developers should be held legally responsible under
the law in case of any failures in the Al system. This may mean developing a new legal
responsibility for Al systems that are used in compliance tasks.
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Promoting Al Explainability: Regulations should require Al-powered compliance tools
to be explainable and to be audited regularly for their performance and possible biases.
Establishing an Al Compliance Culture: An Al-powered compliance tools regulatory
body could ensure that these systems are used ethically and responsibly within all
industries.

Articulating Al Legal Guidelines: There is a need for India to implement legal
guidelines governing the use of Al in compliance that are narrower in scope than the
general technology legislation. Such laws could focus on transparency, accountability,

privacy, and mitigating bias.

In addressing these matters, India can create a solid and legal foundation for the integration of

Al within regulatory compliance in a manner that promotes creativity while also addressing

public and corporate concerns.

5. Al Regulations within India: The Next Steps

India has made progress towards formulating an Al regulations framework, however, a lot is

still left to be done. The key legal framework areas that will impact Al-driven compliance

technology include:

Digital Personal Data Protection Act, 2023: This law controls the way personal
information is handled and confirms that Al tools are used in a manner which observes
high privacy thresholds.

SEBI’s Al Guidelines: SEBI has put into place regulations around the use of Al-
leveraged financial compliance systems based on fairness, accountability, and
transparency.

RBI Fintech Guidelines: The Indian Reserve Bank has published guidelines concerning
the deployment of Al-powered systems in the FinTech area, with an emphasis on
managing risks and losses due to fraud.

NATIONAL Al STRATEGY - NITTI AAYOG: As per India’s Niti Aayog, Niti Aayog
has put forward a strategy regarding the ethical development of Al technology, which

includes corporate governance.

GLOBAL BEST PRACTICES LEARNED FOR INDIA

This is unilateral thinking on the part of India to learn from other countries in developing Al

regulation.
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EU Al Act: The European Union Al Act places emphasis on fairness, accountability,
and transparency. It also poses stringent requirements for considering Al system
operations procedures and regular audits.

U.S. Al Risk Management Framework: The United States has put forth a framework
for the management of Al risk for the corporates which calls for ethical compliance Al
tools.

Singapore Al Ethics Guidelines: Singapore concentrates on the ethics of Al deployment
focusing on the explainability and transparency of the algorithms used to make

decisions to enhance trust and reduce bias.

Suggestions for Al legislation within corporate law Indian context

To avoid the situations that are stated above, a country needs to put in place a sound legal

framework to deal with Al-driven compliance tools.

Al Accountability Definition: Amend the Companies Act in 2013. Define responsibility
and accountability specific to the Al-driven compliance systems.

Simplicity To Understand how Al Systems Work: It is advisable to keep Al models and
processes simple and simple for humans to comprehend. Conduct audits periodically to
monitor their understandable nature.

Technology Ethics Controls Establishment: An unbiased agency should be established
to supervise the implementation of Al technology within the limits of corporate ethics.
Business Sandbox Controls: It involves the creation of a business sandbox, which
allows the use of Al-based compliance tools that are restricted and regulated to establish
boundaries within which business operations can occur.

Restatements: To conclude, the illness of businesses, regulators, and the legal system
can benefit significantly from the use of technology in regulatory compliance.
Automation of document review, fraud assessments, and risk checks leads to massive
gains in operational efficiencies. This allows businesses to keep pace with changing
regulations. For an Indian industry which is facing increasing difficulties in laws and
regulations, Al can serve as a useful tool in compliance as well as accurate monitoring

of changes in the law.

Conclusion

Although the use of Al comes with problems of privacy, discrimination, and accountability for

the actions taken by Al systems, the Government of India introduced the Digital Personal Data
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Protection Act in 2023. Along with these changes, the Government must also incorporate better

transparency and equality into Al to reduce unfair treatment.

Proper implementation of Al in regulatory compliance can only happen if there are clear legal

guiding paths in India that foster innovation while protecting people's rights.

As a result, Al can be utilized to help businesses with compliance while protecting the public
good. Al can transform regulatory compliance and business ethics in India if the appropriate
legal and ethical structures are in place. These changes will also assist India in remaining the

unquestionable champion of digital innovation and business governance in the world.
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